Mpuroxenne No2. Uudopmannonnas NamMATKa 11 00yuaromuxes AJIst pasmenmenns na
opunnaILHEIX Hmepue'r-pecypcax

BOSMOXHOCTeH, uHTepHET Hecer u npobiemsr. ta mamstia AO/DKHA nOMoun tebe Gesomacko
HaxoauTECY B CeTn.

Komnviomepnpie supycu

Merozer samure; or BPCLIOHOCHBIX porpamm:
1.

Hcnonsayii COBPEMEHHBIE ONepanuoNHLIe CHCTEMEI, HMEIOIMHe CePLE3HBI ypoens
SaIATEL OT BPeIOHOCHEIX nporpamy;

2. Tlocrosimno YCTaHaBiMBaif mayry (umdpossie 3aIIaTKH, KOTOpbIe 4BTOMaTHYECKY

TBOEM ePCOHANLHOM Komnuorepe;

4. Hcnomsayit AHTHBHDPYCHEIE POrpaMMHbIe TIPOTYKTHI M3BECTHBIX TpoussoaHTeNnei, ¢
aBTOMATHYCCKMM OGHOB e HHeM 0as;

5. Orpanuys busugeckuit AOCTYI K KOMIIBIOTEpY Juts IOCTOPOHHHX Ju;

6. Henonssyit suenmye HOCHTEH HHGOpMaruy, Takye Kak dremka, quck mwm Oaitn u3
HTCPHETA, TOILKO H3 npodepenHsrx HCTOYHHKOB;

H
7. He otxpsisaif KOMIBIOTepHEIE (baiinsy, TIOJIYSCHHbIC M3 HeHax&XHBIX HCTOYHHKOB,

Jaxe te daiingr, KOTOpEIE mpHcnan TBoif SHakoMer. Jlywine yroumy Y Hero,
OTHPABJISU I OH Tebe ux.

Cemu WI-FI

BOSMOXHOCTBIO BEIXOAa B HHTEpHeT. Ho MHorHe SKCNIEPTHI CYHTAIOT, YTo oﬁme,uoérynume Wi-
Fi cetn ge ABIAIOTCS Oe30nmacHsmMy.

CosetsI no Gesonacrocty pabore B 00meNOCTY IHEIX cerax Wi-fi:



1. He nepenasait cmoio JIHMHYI0 MH(OpPMANHIO uepes obmenoctynnele Wi-Fi CeTH.
Paboras B mux, HKENAaTeIbHO HE BBOIUTH [IapOM 1OCTyna, NOrMHBI M Kakwe-To
HOMepa;

2. Henonsayii u oBHOBIsI AHTHBHPYCHBIE TIPOrPaMMb] |1 Opanamayep. Tem camsng THI
obesonacuis ce6s ot 3akauxy BHpYca Ha TBOE yCTpOHCTRO;

3. Tlpu wncnons3oBanuy Wi-Fi orkmoun bynkmmo  «O6mmit AOCTYN K (paitnam y
lpritepam». Jlannas d¢ynkpus 3aKphITa 10 YMONYaHHMIO, OJHAKO HEKOTOpEIe
NOJIb30BATE/IH AKTHBHPYIOT e& juis YI06CTBa HCIONMB30BaHAY B paboTe unu y4ete;

4. He mcronsayit ny6mraasit WI-FI g NICPE/la i JIMYHBIX JAHHBIX, HampuMep s
BLIXOZIa B COLMANBHEIE CeTH My B JNEKTPOHHYIO 1I0YTY;

5. Hnonssyii Tomsko 3AlIMIIEHHOE COeNUHEeHHe uepe3 HTTPS, a ne HTTP, t.e. npu
Habope Be6-axpeca pROIH UMEHHO «https://»;

6. B mobummnom TeneQOHe  OTKIIOYH dyrkmmo  «Toaxmouenwe kK  Wi-Fi

ABTOMaTHYeCKuy. He Aonyckai aBToMaTHYecKoro MOAKIIIOYeHUS YCTpOHCTRa K CeTaAM
Wi-Fi 6e3 TBoero corjlacus.

Coyuansuvie cemy

OcHoBHEIe COBETEI 10 6e30nacHOCTH B COIHATLHEIX CETSX:

. Orpanmas crimcox Apysei. Y teGg p APY3bIX HE NOIDKHO 6BITE CIIyYaWHpIX H
HE3HAKOMEIX Jiojeii;

2. Bammmaii cporo HacTHyI0 %u3Hb. He ykasnsaji NapoH, Tenedonsl, anpeca, nary

ITpOBECTH KaHHKYJIET,

3. Bammmait ceoro PCIIyTalvIo - repoxu ee B unucroTe 1 3aliasaii cebe Bonpoc: xoTen Gy
ThI, 9TO6BI Apyrue TOJIB30BATEIM BHMEIH, YTO Th sarpyxaems? Iloxymai, npexze
1M 1TO-TO OMYGIMKOBAT, HamHcaTh 1 3arpy3uTh;

K OZHOMY MecTy, a He Bo Bce cpasy.

duexmponnvie denpay

ONeKTponHEle neHpry — 9TO 04€Hb YNOOHBIH Crioco luaTexel, oxgnako CYINECTBYIOT
MOIIICHHHKH, koropme XoTAar HOIYYUTE 3TH HCHETH,

QHCKTPOHHLIC ACHBI'H NOABHIIHCEH COBceM HemaBHO H HMEHHO u3

=324 3TOro Bo MHOTHX
I‘OCy,E(apCTBaX A0 cHux II0p He HpOoMUcano IIPO HHUX B 3aKoHax,



B Poccun xe oun DYHKUHORHpYIOT B 0 Hux Y€ NpomHcaHo B 3akoHe, rme px
Pa3ICIAIOT Ha HECKONBKO BHOB — AHOHHMHEIC H HE AHOHHMHELIe, Pasamua B ToM, uro

napons. Hanexrrre T14pOJIH — 370 naposm, xoTopBIE COZepXKAT He MeHee 8§ 3Hakop g

BKJIOYAIOT B cebst cTpoymble 1 TIpONHCHYIC OYKBEI, UG P 1 HECKOIBKO CHMBOJIOB,

TaKne Kax sHaK Jo/uiapa, tyHTa, BockMIaTe L HEL SHaK 1 T.11. Hanpuwmep, $tROng!;;
4. He BBOZM cBOM mrumpe AQHHDIC Ha CafTaX, KOTOPEIM He AOBEpsIenTs,

Onexmpounas nouma

SIIBK'I‘pOHHaH IIo4Ta — 310 TEXHOJIOTHA | npenocraanxemue CI0 YCIIYTH no nepeceuike u
TIOJIYYCHHIO 3NIEKTPOHHBIX coobmenui, KOTOpEIe pacnpenensiores g KOMIBIOTEPHOH ceTy.
O6br4r0 ONICKTPOHHBI  NOYTOBEIH AHK  BBITISOHT ClenyiomumM  o6pazom:

HMSIWHOJIBOBQT‘GHX@HMH“EOMeHa. Taxke xpome TI€pena™  npocToro rekcra, HMeeTcs
BO3MOXHOCTB Ilepeasary, Gaiine,

ICpBLIH B peliThHre:

2. He yxa3sbisaif B JHYHOH moyTe muvmyio “H(OpMaImIO, Hanpunmep, nyaqme BEIOpaTs
UMY3BIKIbHBIH _hanar@» umu «pok2013» BmecTo «TeMal3y;

3. Hecnonmsayis ABYX3TAlIHYIO aBTOpH3anmio, Jto KOI'Aa moMEMO napons Hyskro BBOJIUTH
KOZ, mpuckLiaemsii no SMS:

4. Bribepu cnosxmmii naponb. Jns kaxioro TIOYTOBOrO AluMKa AOMKEH Gprrs CBOM
HaNCXKHbIH, yCTOMYMBLIY K B3JIOMY 1apoJib;

5. Ecin ectp BO3MOXKHOCTh HAIMCATE CaMOMY CBOH JMHYHBI} BOIpoOC, HCTONB3yH 31y
BO3MOXKHOCTE,;

6. Hcnonsayis HECKONBKO HOYTOBEIX suKoB. Ilepssrit g 9acTHOH nepemmcky ¢
alpecaTtaMM, KOTOpeM Tg /IOBepReIIb. D10 seKTpoHHEI azpec He Hamo
HCIIONB30BATE 1pH PCTHCTpanny Ha popymax u calrax;

7. He otxpbisai baitaer n npyrue BIOXKCHMS B MHCbMax jaxe CCIIH OHM IIPHNLIH oT
TBOMX 1pysei. Jlyuie yrouny Y HHX, OTTIPABJIAIH TH ORHM TeGe 3TH Qaiiner;

8. Ilocie okomuanug PaboTBI Ha moYToBOM CEpBHCE mepen 3aKpuiTHeM BKJIaZky ¢
CalTOM He 3a0y1b Haxars Ha «BeritTmy,




Kubepbynnunz uny 8UPMYanbHoe uzoesamenvemeo

KuGep6ymmuar npecienoBanue Coo0ImeHnsMH, comepxamumMu OCKOpPOenHs,
arpeccHio, 3anyrusanue; XYJIUIaHCTBO; CoLManbHOe GolikoTHpoanye ¢ TTOMOIIEIO pas3mHyypx
HHTEpHET-CcepBHCOR,

OcHoBHEIe copers; 110 Goprbe ¢ KuGepGyHHaronm:
1. He 6pocaitcs 5 Goit. Jlywimmii COco6: mocoreToBaThCy Kak ceOx Becty u, ecimy Her
TOro, K KOMY MoxHO Obparutses, To BHAYane Yenoxontees. Ecnu Th maymermy

OTBEYATh OCKOpPONEeHHsME Ha OCKOpGIeHHs, TO TomBKO eme Gonbe pasoxokerms
KOHQIIHKT;

VYrnpasisit coei mﬁeppenyTauaeﬁ;

AHOHHMHOCT B cery MHEMad.  Cymectsyior crocoGsr BBIACHHTB, KTO CTOMT 34
AHOHMMHBIM aKKayHTOM;

4. He crour secru XyJTMrauckuit o6pas BHPTYAIBHOH H3Hy, HUnreprer buxcupyer nee

bl o

6. Hrropupyii CIMHHYHBIE HeraTys, Onropazossie OCKOpPOHTENBHEIE coobmenny
JIydlie HrHOPUpPOBAaTE. O651uHO arpeccus npexpamaercy ua HaYaIbHOM cTammu;

7. Bam arpeccopa. B nporpammax 00MeHa MIrHOBeHHBIMY CoOOMmEeHUsMH, B COHANbHBIX
CCTAX €CTH  BOIMOMNKHOCTE Gnoxuposky OTIpPaBKH coobmenuii ¢ OlpefeneHypIx
azpecon;

8. Ecmu Th CBHIETENb  KuGepbymunra, Tson peiicTeng: BRICTYIIHTE  npotus
TpecnenoBatens, nokasars EMY, 4YTO ero neiicTBug OLIEHHBAIOTCY HEraTuBHO,

monepxare KCPTBY, KOTOpOIHt HYXHa nNcHXomoruyeckas TIOMOIE,  COO6LIHTE
B3POCIBIM 0 akTe arpecensroro NOBENCHHS B ceTy,

Mobunsrui menepon
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5. He 3arpyxaif OpHIOXKEHUS OT HEH3BECTHOTO MCTOYHHMKA, BElb OHH MOTYT COREPKATD
BPEIOHOCHOE [IPOrpaMMHOE 00ecTeyeHHUE;

6. Ilocie Toro xax Tel BBIAJELIL C CaiTa, I/Ie BBOIUJ JIMYHYIO MH(OpMaIuio, 3aiiu B
HacTpo¥ku Opaysepa H ynann cookies;

7. Ilepumommuecku nposepsit Kakue IUIATHLIE YCIIYTH aKTHBUPOBAHBI Ha TBOEM HOMEpE;

8. Jlamatt cpoii HOMep MOOMILHOTO Tene(oHA TOABKO JIOAAM, KOTOPHIX ThI 3HAemb H
KOMY JIOBEpSCIUb;

9. Bluetooth gomxer ObiTh BBIKITIOYEH, KOrZa ThI UM He mons3yembes. He 3aGbipait
HHOTZa NpOBEPATH 3TO.

Online uzpo

CoBpemeHHbIE OHJIAKH-UIPBI — OTO KpPAacOUHBIE, 3aXBATHIBAIOIUME pa3BJICYECHHUI,
0OBEIMHSIONINE COTHH THICAY YeJOBEK MO BCeMy MHUpY. MIrpoKH MCCNeNyIOT JaHHBIA UM MHP,
obmaroTes Apyr ¢ APYToM, BBIMOJHSIOT 3aJaHHs, CPaXKarTCsl C MOHCTPAaMH H TIOMYYalOT OILIT.

3a ynOBO/JIBCTBHE OHM IUIATAT: IOKYIAKOT JHMCK, OIUIAYMBAIOT abOHEMEHT WM IpHOGpeTaoT
KaKHe-TO OILHH,

Bce aTH cpeacTBa MAYT Ha TOANEp)KAHME M DAa3BHTHE HIPBl, a TAKXKE HA caMmy
6e30macHOCTE:  COBEPIICHCTBYIOTCS CHCTEMbl ABTOPH3AllMH, BBIIYCKAIOTCS HOBEIE IIATYH
(uudpoBrie 3anTaTKY T NPOrPaMM), 3aKPHIBAIOTCS YA3BHMOCTH CEPBEPOB.

B nosoOHBIX Hrpax CTOMT omacaTbCsi HE CTOJNBKO CBOMX COIEPHHMKOB, CKOJIBKO KPaKH
TBOCTO NapoJis, Ha KOTOPOM OCHOBAHA CHUCTEMA ABTOPH3alUK OOTBIIMHCTBA HTP.

OcHOBHBIE COBETHI 1O 6€30TTACHOCTH TBOETO HIPOBOIO AKKAYHTA:

1. Ecnu apyro#i urpok Besier ce6s mmoxo wix cosaaeT TeGe HeNPUATHOCTH, 3a610KUpyH
€ro B CITUCKE HIPOKOB;

2. Tloxanydics aIMMHHMCTPaTOpaM HIPbl Ha IUIOXO€ IOBEACHHE OTOTO HIPOKa,
KENIATENIbHO [PUIIOKUTD KaKHe-TO JOKA3aTe/IbCTBA B BULE CKPHHOB;

3. He ykaspiBait muuHyio u$opmaunio B npodaiiie urpsr;

4. VYpaxaii ApyruX y4acTHHKOB IO HIDE;

5. He ycranapnusait HeoQHIMaIbHEIE NATYH H MOJIEL,

6. Hcnone3yit CIOXKHEIE H pasHbIe NAPOIIH;

i

Haxxe BO BpeMs MIPEI HE CTOMT OTK/IIOYaTh aHTHBHpYC. IToka THI Wrpaems, TBoW
KOMIIBFOTEP MOTYT 3apa3uTh.

Duiunz Ul Kpaskca AudHsIx OanHbIX

OObrdnoif Kpaxkelt NEHEr M JOKYMEHTOB CETOAHA YXKe HHKOr0 He YOHBHIIB, HO C

Pa3BHTHEM HMHTEPHET-TEXHOJIOTHH 3JIOYMBINUICHHHKH TIEPEMECTHIHCE B HHTEpPHET, H
MPOJOJDKAIOT 3aHUMATECS IIODUMBIMY JIEJIOM.

Tax nmosiBunace HoBas yrposa: HHTEPHET-MOUICHHHYECTBA HITH ltlHI.IIHHF, TllaBHasA LeIb
KOTOpOro COCTOMT B ITOJIYYECHHH KOH(IJHJIGHIIPI&J]LHBIX OAHHBIX TOJb30BATENeHl — JIOTHHOB H

naponelf. Ha anrnutickom siseike phishing wutaercs xak dummnr (ot fishing — pribuas noBis,
password — mapoins).

OcHoBHEIE COBETHI 110 60pB6e ¢ hummErom:

l. Cremn 3a csomm axkaysrom. Ecim THI MOZO3peBacms, YTo TBOS aHKeTa Gbuia

B3IOMaHa, TO HeoOXomuMO 3a6lIOKHpOBaTh €¢ M COOOIMTH aJIMHMHHCTPAaTOpaM
pecypca 06 3TOM Kak MOXKHO CKOpee;




2. Henonssyit Gesomacksie BeO-caifTel, B ToM YHCNIe, HWHTEPHET-Mara3HHOB X
IIOMCKOBBIX CHCTEM;

3. Hcnoms3yit crnoxusie u pasneie mapoma. Takum oGpaszom, ecnu TeOs B3JIOMAIOT, TO
3TOYMEIIIEHHUKH I10TYYaT AOCTYII TOJIBKO K OLHOMY TBOEMY MPOQHIIIO B CETH, a He
KO BCEM;

4. Ecmu tebs B3nomanm, TO HEOOXOIMMO NIPEAYNPENHTh BCEX CBOMX 3HAKOMEIX,
KOTOpEIe I0GaBIeHE! y TeGst B PY3biX, O TOM, 4TO Te6s B3JIOMaJIM U, BO3MOJKHO, OT
TBOETO HMEHH OYJIeT pacCELIATECS CIIAM U CCBUIKH Ha ¢uimaroBsIe caifrsr,

5. Ycranosu Hapexubli naposs (PIN) Ha MoGHIBHBIH Tenedon;
6. Orkmoun coxpanenne napons Gpaysepe;
7. He oTxpsisait ¢aite u APYTHE BIOKCHMA B IIUCBMaX AaXe €C/IM OHM NPHULLIH OT
TBOHX NIpy3eii. JIyume yrounu y nux, OTHPABJIANH JIH OHH TeGe 5TH daiibl,
L{ugpposas penymayus

[adposas pernyramus - 510 Herarusuag HJIM TIO3UTHBHAA MHODOPMALHUS B CETH O Tebe.
Kommpomerupyromas HH(OpManus pasMemenHas B HHTCPHETE MOMKET CepPhe3HBIM 06pasom
OTPasHTBCA HA TBOEH peanbHOMH KH3HH. «Lnudposas penyrauusy» - 310 TBOI HMHJDK, KOTOPHBIH
(bopmupyeTes u3 HH(pOpManHH o Tebe B HUHTEpHeTe.

TBoe Mecto sxutenscrsa, yuebnl, TBoe puHaHCOBOE MOJI0XeHHe, ocobeHHOCTH Xapakrepa
H Pacckaspl 0 OJIM3KKMX ~ BCE 3TO HAKAILIMBACTCS B CETH.

MHorue moxpoctky JerkoMeiceHHO OTHOCHTCSH K IyOnHKauuu Mu9HON HEGOpManuy B
Hureprere, He moHmMan BO3MOKHBIX nocaeAcTBHE. Thl naxe He cMoxeITs MoramaThes o TOM,
4T0 poTorpadus, pasmemennas 5 et Hasajn, cTana OpMYHHOM 0TKa3a MPUHATE Te6s Ha paboty.

Kommenrapun, pasmemenne Tromx dpororpaduit u ApYTHE JIEHCTBHA MOLYT He
WCUESHYTE ADKE MOCHE TOro, Kak Thl MX yaanumb, Tl He 3HACHIb, KTO COXPAHHN 3Ty
HH(OPMAIIHIO, ONANA JIH OHA B [TOHCKOBbE CHCTCMBI M COXPaHMJIACH JIH OHA, a INIABHOE: YTo
noyMaroT o tebe OKpyxaromee Joaw, KOTOpBIe HalAyT u yBUAAT 3T0. Haittu uHbopManuro
MHOI'O JIET CHYCTA CMOMET JoGo# — Kak u3 HOOpBIX TMOGYXIEHUH, Tak u ¢ HamepeHHeM
NIPHIHHATE BPEX. T0 MOKET GBITh KTO YTOIHO.

OcHOBHEIE COBETHI 110 3amuTe uH(pOBOi penyTanuu:

1. Tomymaii, npesxzae yem yro-To nyGIMKOBATh M IepenaBsars y cebs B 6iore HIH B
COIMATLHOMN CEeTH;

2. B mactpoiikax npoduns YCTaHOBM OTpaHHYEHHS Ha MPOCMOTP TBOETO npoduns u ero
COACPIKHMMOTO, CAACNAMH ero TOBKO «L1s Apy3eiin;

3. He pasmemait u e ykassisaif HH(OPMALHUIO, KOTOpast MOXKET KOro-mu6o OCKOp6IATE
HIH 00HKATE.

Asmopckoe npago

CoBpemeHHbIE  KOMBHHKH— AKTHBHBIC ITOJIb30BATENH  LH(MPOBOro NIPOCTPAHCTRA.
Onuako naneko He Bce SHAIOT, 4TO [0J1b30BaHHE MHOTHMH BO3MOKHOCTSIMH 1HdpoBoro Mupa
Tpebyer cobmonenus [IpaB Ha MHTEIVICKTYaIbHYIO COOCTBEHHOCTD.

Tepmun “HHTCIUICKTyalbHAs COOCTBEHHOCTBY OTHOCHTCS K Pa3MYHEIM  TBOPEHHAM
HC/IOBEYECKOr0 yMa, HAYHHAS ¢ HOBEIX u300peTenuii u 3uakos, o6o3RaYaomyuX coGCTBERROCTS

Ha NPOAYKTBI M YCIYIH , ¥ 3aKaH4uBas KHHramH, dororpadusmu, KAHOQHUIbMaMu 1
MY3BIKJIbHBIMH IIPOH3BEACHUAMH.



ABTOPCKHe IIpaBa — 9T0 IIpaBa Ha HHTC/UICKTYAIbHYIO COGCTBEHHOCTE Ha IIPOH3BENCHHS
HayKH, TMTEPaTyphl H HCKYCCTBA. ABTOpPCKHE IpaBa BBICTYTAIOT B Ka4€CTBE TapPaHTHH TOrO, YTO
HHTEJLIEKTyalIbHBIH/ TBOpYecKHit TPy, aBTOpa He OyJeT HANMpACHBIM, JACT eMmy CIIpaBe | IHBEIE
BO3MOXHOCTH 3apab0TaTh Ha pe3yNbTaTax CBOEro TpyAa, MOYYHTE H3BECTHOCTH H NPH3HAHHE.
Huxkro Oe3 paspemenus dBTOpa HE MOXKET BOCIPOH3BOJUTE €TI0 [IPOH3BENCHHE, PacnpocTpaHsTh,
MyOIIHYHO JICMOHCTPHPOBATE, TpofiaBaTh, MMIOPTHPOBATH, MyCKaTh B IPOKAT, ny0nuaHo
HCIIONHATE, NIOKA3BIBATE/UCTIOMHSTE B 3(Upe Wi pasMemarTs B Unrrepuere.

Henonpsopanne «mparckoroy IPOrpaMMHOT0 00eCeYeH s MOXKET MPHBECTH K MHOTHM
PHCKaM: OT MOTEPH JAaHHBIX K TBOMM AKKAYHTAM 0 OIIOKHPOBKH TBOEro ycrpolcTsa, rie
YCTAHOB/ICHHbIH He JeraneHas nporpamma. He crout raiie 3a6bIBaTh, 9TO CyliecTByeT
JieraibHble 1 GeCIIIaTHRIE POrPaMMBI, KOTOPBIE MOKHO HANHTH B CETH.

O nopmane

CereBruok.pd — TBOM rmapmbH COBCTYHK B CeTH. 31€Ch THI MOKEIlIb Y3HaTE ©
0€30MacHOCTY B CeTH MOHATHEIM H AOCTYITHBIM S3BIKOM, & NIPH BO3HHKHOBEHHH KPHTHYECKON
CATyalHH 00paTHTBCS 3a COBETOM. A Takike TPHHATE y9aCTHE B KOHKYPCAaX H CTATH CAMBIM
LH(POBEIM IpaXkIaHHHOM!






